Instructions for Connecting to Vendor VPN with MFA Set Up

1) Navigate to https://vremote.wfbakeries.com and click “Proceed to vremote.wfbakeries.com
(Unsafe) if presented with this page.

2) Will be redirected to Microsoft login
a. Enterusername: firstName.lastName@wonderbrands.com
b. Enter provided password
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3) Click “Next” to set up MFA authentication
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More information required

Your organization needs more information to keep
y account secure

Use a different account
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4) You can set up MFA authentication either using Microsoft Authenticator app or text message by
Clicking on the link “I want to set up a different method”.
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Keep your account secure

Your organization requires you to set up the following methods of proving wha you are,

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download novr

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

I want to set up a different method
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Choose a different method %

Which method would you like to use?

Phone ﬁ
I Phone I

Authenticator app

a) Phone set up example:
- For MFA with your phone, select “Phone” option and click “Confirm”
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Which method would you like to use?

[Frone 7]

- Enter your phone number and select “Next”
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Keep your account secure

Your organization requires you to set up the following methads of proving who you are.

Phone

You can prove Wwho you are by texting a code to your phone.

What phone number would you like to use?

United States (+1) v| 3058072253

(®) Text me a code

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy and

cookies statement.

L want to set up a different method

- Enter code and click “Next” and you should see a successfully register message.
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Keep your account secure

Your organization requires you te set up the following methods of proving who you are.

Phone

@ 515 verified. Your phone was registered successfully.

Next
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Keep your account secure
Your arganizaticn requires you to set up the following methads of v whe you are.
Success!
Great job! Yeu have successfully set up your security info. Choosa "Dane” to continue signing in
Default sign.in method:
% Phane
* 1885 688 8385 <
~ .

5) You will be redirected to the Microsoft log in page. Enter password provided and click “Sign in”
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6) You will be prompted depending on the MFA type (Microsoft Authenticator or text message) to
verify your identity.
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Cancel
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7) Inthis example | am authenticating with text message. Enter code and click “Verify”
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8) Click “Yes” or “No” to the prompt below. In this case | clicked “Yes” to reduce the number of
times to sign in.
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number of times you are asked

Don't show this again
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9) You will be redirected to vremote.wfbakeries.com. On your initial log in you may get an error
signing in. Click on the link “click here” to initiate a new session.
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Your session could not be
established.

The session reference number: 484f33b6

Access was denied by the access policy.
This may be due to a failure to meet
access policy requirements,

If you are an administrator, please go to
Access Policy »> Reports : All Sessions
page and look up the session reference
number displayed above.

To open a new session, please click hg %

10) You'll are now signed into F5, click on “Open F5 Network VPN”
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Bd https://vremote.westonfoods.com wants to open this application.

p O Aways sliow vremotemestonfoods.com to apen finks of this type in the sssociated app
be

Wy Open F35 Networks VPN

Unauthorized Acséss Prohibied

11) Select either option, “Always Allow” or “This Session Only”
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Browser is waiting for status from Network Access Application.

Please confirm that this application is launched and is not waiting for your input. This application may
be behind other windows on your desktop

More optians

1. Security Alert x
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| Thesite ‘vremote.westonfoods.com’ is attempting to run Network
Access/Application Tunnels on your system,

This site is not on your Trusted Sites list.
—> Add this site to your Trusted Sites list, and always allow
running Network Access/Application Tunnels from this site.

—> Allow this site to run Network Access/Application tunnels on
your system for this session only.

= Do not allow this site to run Network Access/Applications
tunnels on your system, and do not connect to this site.




12) If you get any pop-up to accept, please click “Yes” to allow. You should now be connected to
VPN with MFA authentication.
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@ Connected
Disconnect
Connection duration: 00:00:18]

- Network Tunnel 12.28 KB 0% 3128 0%
] - Optimized Applications 0B 0% [1:3 0%
Total 12.28KB 0% 312B 0%

+ Show details




